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============================================================
GENERAL (Allow all ports)
============================================================
*.garment.io
*.garmentio.com
*.display.garmentio.com
*.googleapis.com
*.googletagmanager.com
*.via.placeholder.com
*.imgur.com
*.intercom.io
*.android.google.com
*.fcm.chrome.google.com
fcm.sharing.chrome.google.com
*.appspot.com
play.google.com
*.googleusercontent.com
*.google.com
*.gstatic.com
*.google-analytics.com
d1vckxzl7b8vjz.cloudfront.net
d1fexnknpz1gzy.cloudfront.net
dualstack.garmentio-alb-1838818557.eu-west-1.elb.amazonaws.com
app.clickup.com
clickup.com
uploads-prod-garment.s3.amazonaws.com

============================================================
KNOWN IPs
============================================================
34.40.78.17         -> Ingress
34.255.89.93        -> All TCP and UDP ports

============================================================
ZOHO
============================================================
Zoho Desk IP Ranges:
  136.143.160.0/19
  135.84.80.0/22
  165.173.128.0/18
  204.141.32.0/23



  204.141.42.0/23

Zoho Chat / Domains:
  *.zohopublic.com
  salesiq.zohopublic.com

============================================================
ON-PREMISE
============================================================

-- GCP --
  34.40.78.17

-- AWS --
  ssm.us-east-2.amazonaws.com
  ecr.us-east-2.amazonaws.com
  *.amazonaws.com
  *.ecr.eu-west-1.amazonaws.com
  *.dkr.ecr.eu-west-1.amazonaws.com

-- Container Registries --
  docker.io
  quay.io
  gcr.io
  ghcr.io
  k8s.gcr.io
  k8s.io
  pkg.dev

-- GitHub --
  github.com
  api.github.com
  raw.githubusercontent.com

-- K3s --
  k3s.io
  get.k3s.io
  rpm.rancher.io
  pkg.rancher.io

-- Helm Charts --
  charts.helm.sh
  kubernetes.github.io
  argoproj.github.io
  charts.jetstack.io
  charts.bitnami.com
  external-secrets.io
  charts.longhorn.io

============================================================
PORT EXCEPTIONS
============================================================
Allow ports 5228, 5229, 5230 on all URLs





The following fingerprint devices are supported:

Serial Numbers starting with:

A5
0EG
429

Devices that start with the follow serial numbers do not work:

315
228
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Fingerprint Devices



Main whitelist
Whitelist

To be added to the whitelist
salesiq.zohopublic.com
GCP

34.40.78.17
Zoho Desk

136.143.160.0/19
135.84.80.0/22
165.173.128.0/18
204.141.32.0/23
204.141.42.0/23

Quantity: 3 VMs
Operating System: Ubuntu Server 24.04.2 LTS
Memory: 16 GB
CPU: 8 cores
Storage: 200 GB SSD

1. 1. SSH (Recommended).
2. AnyDisk through a machine that can access the VMs using SSH.
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https://info.garment.io/books/it/page/list-of-urls-to-allow-in-the-factory
http://salesiq.zohopublic.com

